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Network Traffic Anomaly Detection Method for Imbalanced Data

Abstract

Abstract: Aiming at the poor detection performances caused by the low feature extraction accuracy of
rare traffic attacks from scarce samples, a network traffic anomaly detection method for imbalanced data
is proposed. A traffic anomaly detection model is designed, in which the traffic features in different
feature spaces are learned by alternating activation functions, architectures, corrupted rates and dropout
rates of stacked denoising autoencoder (SDA), and the low accuracy in extracting features of rare traffic
attacks in a single space is solved. A batch normalization algorithm is designed, and the Adam algorithm
is adopted to train parameters of SDAs to extract multifarious traffic features. The Softmax classifier is
trained by combining the extracted features, so that the rare traffic attacks can be detected with a high
detection precision. The experimental results show that, compared with the methods based on random
forest, single SDA and feature fusion, the proposed method has higher classification accuracy, higher
detection rate of rare traffic attacks and the detection performances are stable.
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spaces are learned by alternating activation functions, architectures, corrupted rates and dropout rates of
stacked denoising autoencoder (SDA), and the low accuracy in extracting features of rare traffic attacks
in a single space is solved. A batch normalization algorithm is designed, and the Adam algorithm is
adopted to train parameters of SDAs to extract multifarious traffic features. The Softmax classifier is
trained by combining the extracted features, so that the rare traffic attacks can be detected with a high
detection precision. The experimental results show that, compared with the methods based on random
forest, single SDA and feature fusion, the proposed method has higher classification accuracy, higher
detection rate of rare traffic attacks and the detection performances are stable.
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Wby AR W, b, )5 1% Softmax A T-#
DAL S PR T B2 2ty o % TR AR HH 1
Wi MNREMEART, HAEKH 3 > SDA SR &
WRERHE Yer, 5, RAVIZREF ) Softmax 7328 gt
ATRCI 3L T 2 ) B, = arg max  Softmax
W, yer, +b)) -

4 £

246 F EIHF Windows “F- & Al NSL-KDD %
Pa4E, KM Python3.6.5 i& 5 . Tensorflow1.8.0 AEZE
1 Scikit-learn 0.21.3 %% 2] FE48 % TADMFL J5 %1
R PEREEAT I, AT T A AP P R
/NI B R

4.1 LHRHSE

NSL-KDD £ )2 I T 2 5 o I 4k
FIEERPEEE, LA 5 K E: Normal, DoS,
Probe, R2L 1 U2R, HA[FIZH&EEAFEE AT
AP YE, W T AP R & 4 2R AT
o SEI6HIEPE NSL-KDD %4 4 ) KDDTrain+
1E NI, %P KDDTraint+ 20Percent {F A5 E
£, %P KDDTestHE AR, SLI0AHRE NI
BOMIEHWE 1 PR,

o ROR R BE R 5 E A G 28 M
fiE, [FIEIE A5 BURHAE i AR R BB RURHE, BDSJR

ﬁ':':': Xj"jE‘r$1E’ Xmax?® Xmin ﬁ%u%iﬁ%‘ﬁﬁ@%k
AR /IME -

R 1 SLRBRERED A

Tab. 1 Traffic distribution of the experimental datasets

TR RS EoanEcs e
Normal 67 343 13 449 9711
DoS 45927 9234 7458
Probe 11 656 2289 2421
R2L 995 209 2754
U2R 52 11 200

4.2 MR ERSHRE

SEG K F ME B K (Accuracy , A). T ffE R
(Precision, P). #r4=#(Recall, R). F-measure
SR 7 v AT IR . For 4 O T B R 4 O
[ IESRFEAR M SEFEA 5 P FEAR I EL ], A 18
M, S REI SRS R L, HoE s
(10)Fis; P I T # E #7188 A 5 B
A 153 N IE R FEARAZ ) LB, P B BR &
S RABI R R BAL, Hog LD FR: R
ST Wl IE R 4> S IE RBEAS |5 BT A IE R EEA
e, R {E B E, 2R mRIR AL, H
& XA (12)Fr7n; F-measure B T P F1 R )
VAP35, HAEBORER B P FD R BB HT T
1, r 3800 IR KU = R I PR R R 47, S
KA R

~ TP+ TN 10)
TP+TN + FP+FN

p-_1P (11)
TP + FP

R=—1P | (12)
TP+ FN
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2PR
P+R’ (13)
RA0)~(13)H: TP A IEH IR IE 2R 1) IS
KH; FP AR R FIBOA IR R AR AR TN
R IR I Y R SRR FN e
Il IS AE I NISEaY & 7 N

S HE 3 A SDA Y ZRid B2 A e s L) 43
WA =005, p,=0.1, p3=0.15; Softmax I|Z5
i FEH 34~ SDA 1] dropout #4351 4 pi=0.1, p>=0.15,
p3=0.2; Adam FIESHCRAEOANRE; MMUEELRN
m=50; SDA YIZKFr BLHIIEAUKECH 50, Softmax il
Rl BB ECN 10; 3 SANIE] SDA [ Z5 473 il K
kTR AL (Particle Swarm Optimization, PSO)&.
HEHATIRA™, AL B AR ABAL Fomeasure (155
/IME, B[ fitness =1—-min (F-measure).

4.3 lERe i

SEIGH, K FTHE TADMFEL 51 55 T-RENLAR AR
[ Vit & 5 &G ) 77 % (Traffic Anomaly Detection
Method Based on Random Forest, TADRF). 3 fi%T
A~ SDA i & 7 5 A Wl 77 V% (Traffic Anomaly
Detection Method Based on SDA, TADSDA). T
Focal Loss [l & 5 & Al 77 ¥ (Traffic Anomaly
Detection Method Based on Focal Loss, TADFL), A

F —measure =

e U 2R B AR R 0 U R Ry
(Traffic Anomaly Detection Method Based on Dual
Autoencoders Features, TADDAF)iEATXEE, 23510
AR ER R E R R ITERE . TADRF J5ikH2
HCRH] Scikit-learn 0.21.3 27 3] PR RUERINBEE, 555
WHRIEEEBON 10; TADSDA 2575 7%H SDA HIZ5H.
WG RRE. IR S LU AN dropout MR 554537 5
TADMFL 1] SDA1. SDA2 F1 SDA3 —8%, {k#EH
WOERECARF, ¥4 3 A TADSDA 2754 Al
TADSDA_SCKH] sigmoideo)VE gl k) TADSDA_T
CRH tanh(x) & 93807 B 80 #1 TADSDA_R(R H
relu()VE TG K %Y): TADFL kM5 TADSDA_S
FIRERISSH 528, REH 3 Softmax 7328431 H br
PR E A8 R BRSO focal loss BREL, focal loss 1]
SRR SCRR[16]H 5 A BE s TADDAF H1 SAE 45
FRE B S SCRR[8]— 2, 4r2Kd8 K H Softmax,
INZFEANERIRELS TADMFL J57—8. sEagH
TADRF [AJif R bR S I I ZR SR RS UE A1 I 25
£, X+ TADMFL. TADSDA S. TADSDA T.
TADSDA R. TADFL #1 TADDAF J7i&E1 &, Hij
KHTCARZEIGRERT SDA 8¢ SAE #47I14%, RH
D EAAIRERAESER 73 AR AT ISR, RS
S 10 YOFBCTFIME, SRIGSSRINEE 2 fis.

R2 JERNITEREXS HE

Tab. 2 Detection performance comparison of different methods /%
KA TADRF TADSDA S  TADSDA T TADSDA R TADFL TADDAF TADMFL

A 76.38 75.48 76.59 75.14 77.59 78.23 82.75
P 65.66 74.02 75.47 73.93 75.83 76.12 79.54
Normal R 96.75 97.49 96.83 97.01 97.93 97.79 98.95
F-measure 78.23 84.27 84.83 83.91 85.51 85.67 88.61
P 95.79 95.51 95.03 95.18 95.69 95.15 95.72
DoS R 78.78 73.01 76.15 72.44 77.12 77.39 83.45
F-measure 86.44 82.76 84.55 82.27 85.71 85.76 89.59
P 84.16 84.87 81.44 81.95 87.35 86.11 87.26
Probe R 62.49 60.06 60.08 63.55 67.23 65.59 67.32
F-measure 71.67 70.33 69.06 70.74 76.31 74.34 76.36
P 98.94 95.99 93.75 94.03 99.12 99.14 99.37
R2L R 10.57 10.15 14.07 6.91 18.45 15.78 21.41
F-measure 19.09 18.35 24.41 12.86 32.11 27.25 35.45
P 52.89 91.67 93.33 95.00 97.12 96.98 98.13
U2R R 1.75 3.20 2.85 3.30 7.34 543 8.64
F-measure 3.38 6.18 5.52 6.37 13.94 10.31 16.15
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M 2 W4, HESR TADMFL J7%:%f DoS I
o7 I ) A v RIS T TADRF J5¥%, X} Probe 3¢
7 (2 HE R IR L T TADFL 773, {H Hou B A i &
RHIHER R . &4 A F-measure [HE 5, £
TADMFL J7 % BA B )i &5y Kk fe, HXTIE
LR PRSI 1 B A 4 o e A2 7E R2L Al U2R IX
P AR N B AN U7 T, TADMFL J73: 5 A
BESERE AR &4 %M F-measure fH,
#1 b TADRF , TADSDA S, TADSDA T,
TADSDA R, TADFL A1 TADDAF J57%, TADMFL
TR R2L M i it & B A HE 2 73 7l 52 1 0.43%,
3.52%, 5.99%, 5.68%, 0.25%F1 0.23%; 4%
S dRE T 1.03 /%, 111 £%. 52.17%. 2.10 .
16.04% A1 35.68%; F-measure H 7 B3t & T
85.70%, 93.19%, 4523%, 1.76 f&. 10.40%A
30.09%; X U2R Huiliin & B & #ER 5l 8e s T
85.54%, 7.05%, 5.14%, 3.29%, 1.04%%1 1.19%;

. 17.71%81 59.12%; F-measure {H5 A3 T
3.78 f%. 1.61 5. 1.93 5. 1.54 f5. 15.85%7#0
56.64%:.

7 PRSI 7 VR B A SR AR 2 A R bR v 22
W 4 s, 85 FhimER ISR EE) F-measure
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Fig. 5 Comparison of the mean and standard deviation of F—measure for the seven methods
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Jii%, TADMFL J7iE KA R EECR . ik
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srEPERe, Ho7idese YERLF . TADMFL J5iEAE 5
MmN EE R EBEEBKN F-measure ¥{EFE
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