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Abstract

Abstract: An intrusion detection algorithm of WELM optimized by IFOA is proposed. The advantages of
short training time and good generalization performance of WELM are used, and the weight of minority
attacks is increased, so that the recall rate of minority attacks in network attacks is greatly improved. The
FOA with adaptive adjustment of the iterative step size is used, so the input weights and bias of the
hidden layer in the WELM are globally optimized to avoid the algorithm falling into local optimal solution
and realize the classification of the NSL-KDD intrusion detection data set. The experimental results show
that the proposed algorithm improves the recall rate of minority attacks and the accuracy of the overall
classification, and reduces the false positive rate.
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Abstract: An intrusion detection algorithm of WELM optimized by IFOA is proposed. The advantages of
short training time and good generalization performance of WELM are used, and the weight of minority
attacks is increased, so that the recall rate of minority attacks in network attacks is greatly improved.7he
FOA with adaptive adjustment of the iterative step size is used, so the input weights and bias of the hidden
layer in the WELM are globally optimized to avoid the algorithm falling into local optimal solution and
realize the classification of the NSL-KDD intrusion detection data set. The experimental results show that
the proposed algorithm improves the recall rate of minority attacks and the accuracy of the overall
classification, and reduces the false positive rate.
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ELM 96 77 37 56 81 11.3
WELM 93 75 65 67 70 83 6.6
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Tab. 3 Comparison of experimental results between WELM and IFOA-WELM
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IFOA-WELM 93 80 71 70 74 85 3.8 2.13
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