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Abstract: In order to implement the information storage sharing service safely and efficiently, a
blockchain storage sharing scheme supporting the attribute proxy re-encryption and keyword retrieval is
proposed. By the nodes classification and ciphertext storage separation, the anti-collusion attack is better
implemented. The smart contract design of the information transaction is introduced and the information
sharing parties can communicate spontaneously without the participation of the central organization. By
the attribute-based proxy re-encryption algorithm, the information owner can share the information with
other users without re-encrypting, uploading, and downloading information, and relieves the burden of
the high-frequency access of the cloud to some extent. Comparing with the other schemes, the scheme is
more secure and efficient.
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