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Abstract: Modeling plays an important role in assessment for security protection capability. Oriented to
the features that evaluation has many methods which update quickly, the analysis frame is proposed
based on detect, analyse and respond. Aimed at the problems that it is difficult to model the intelligent
learning and coordination process for protective device, analysis model is built based on CPN. The colors
of message color sets represent the different properties of events. Detect, analysis and respond
components which represent different process of security protection capability are defined. Two
theorems are proved, and model complexity is analyzed. The usability of model is verified, and excellent
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that the model can provide data and model support for the evaluation on security protection capability.
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Tab. 2 Web communication rule configuration
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Tab. 4 Simulation test settings

Business 1 Business 2 Attack
DesIP 192.168.121.17 -
SrclP 192.168.120.0-127 10.104.179.100-200 -
Test 1 .
prigE 55 45 -
i fi) (0, 500) -
DeslIP 159.226.97.84
SrclP 192.168.120.0-127 - 10.104.179.99
Test 2 .
oz 55 - 45
I ] (0, 500) - (200, 300)
DesIP 159.226.97.84
SrclP 192.168.120.0-127 - 10.104.179.99
Test 3 .
BTz 55 - 45
I 1) (0, 500) - (200, 300)
*5 MmN ER
Tab.5 Knowledge of rule library settings
Test 1 Test 3 Test 2
1°(1,"DI","Filter3",("DMZ","159.226.96.40"),0)++
1°(2,"DI","Filter3",("DMZ","159.226.97.84"),0)++
i 1°(3,"DI","Filter3",("TRZ","192.168.121.40"),0)++
Det_Rule_Lib N .
1°(4,"DI","Filter3",("TRZ","192.168.121.17"),0)++
1°(5,"SI" "Filter3",("INT"," "),0)++
1°(6,"sSI","Filter3",("TRZ","192.168.120.*"),0)
1'(1,"SI" "Detector*",(225,5),0)++
. 1°(2,"SP","Detector*",(225,5),0)++
Ana_Rule_Lib . —
- 1'(3,"DI","Detector*" (225,5),0)++
1'(4,"DP","Detector*",(225,5),0)
1°(1,"SI","Investigator*",("DoS","Update","D"),0)++
1°(2,"SP" "Investigator*",("DoS","Inquire","D"),0)++
Res_Rule_Lib ( g ( q )0)

1°(3,"DI","Investigator*",("DoS","Update","R"),0)++

1°(4,"DP","Investigator*",("DoS","Update","R"),0)
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