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A New Image Encryption Algorithm Based On Chaos

Abstract

Abstract: In order to increase the security of single chaotic systems, this paper proposesa new image
encryption algorithm based on Chen chaotic system, cellular automaton and DNA. The 3-dimension Chen
chaotic system is used to generate a pseudo random sequence. The DNA dynamic encoding on plain-text
image and cellular automation is completed based on the transformed sequence. The DNA sequence of
the plain-text image is divided into blocks, which arethen reorganized. These new groups of the DNA
sequence of plain-text are combined with the DNA sequence of cellular automation to carry out the mixed
operation with the cipher-text cross diffusion mechanism so as to get the final DNA sequence. The
encrypted image is obtained by decoding the obtainedfinal DNA sequence. The simulation results show
thatthe algorithm has the advantages of simple structure, high security and is easier to achieve, so it has
great application prospects.
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Fig. 1 Chen system: control parameters a=35, b=3, c=28
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Fig. 2 Distribution of adjacent pixels in horizontal direction
of plain-text image(left) and cipher-image(right)
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s HESY 4 NN
ik P ST v, NPCR UACI {5 B
SCHR[A] 0.004 1 0.0029 0.001 9 0.991 390 0.322 306 7.998 3
SCHR[11] 0.0217 0.009 7 0.008 5 0.988 029 0.327 283 7.996 8
CHR[L3] 0.0153 0.006 1 0.003 1 0.983 006 0.327 391 7.997 8
CHR[14] 0.021 4 0.0102 0.006 1 0.973 384 0.320 180 7.996 4
AL 0.0152 0.002 7 0.007 1 0.996 054 0.334 261 7.9979
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