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Abstract

Abstract: Defenses approach against DDoS(Distributed Denial of Service) attacks is currently an
important hot issues. We propose a new efficient defenses approach which adopts a detection system
based on metadata analysis to identify the packages of DDoS attacks. The flow control rules are formed
based on the summarized experience data. ACL (Access Control List) is applied through inline devices
(firewalls and load balancers) or divider to limit rate, clean flow or drop package. 70Gbps bandwidth HTTP
requests, which contain malicious DDoS attacks packages, can be detected and cleaned completely in
line-rate speed. We especially summarize th traffic characteristics of main domestic DDoS attacks.
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