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Modeling and Analysis of Trust Attack Based on Object-oriented Petri Net

Abstract

Abstract: On the basis of trust attack graph, the object-oriented trust attack Petri net model was put
forward, the dynamic model described the attack behaviors among components of trust entity object. By
introducing the object Petri net, the trust attack relations between trust entity objects and components
were shown in the Petri net, simulating the collaborative work between the components. According to the
new trust relation reconstruction rules, a trust attack path inference algorithm was proposed to make the
attacker knowing the changes of harmfulness when attacking the components, thus the attacker could
decide the attack direction. The maximal threat path which could arrive at an attack goal could be
searched out. An experiment shows that the model can describe the dynamic trust entity object attack
relations between components, and accurately find the trust attack path in the trust environment.
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Abstract: On the basis of trust attack graph, the object-oriented trust attack Petri net model was put
forward, the dynamic model described the attack behaviors among components of trust entity object. By
introducing the object Petri net, the trust attack relations between trust entity objects and components
were shown in the Petri net, simulating the collaborative work between the components. According to the
new trust relation reconstruction rules, a trust attack path inference algorithm was proposed to make the
attacker knowing the changes of harmfulness when attacking the components, thus the attacker could
decide the attack direction. The maximal threat path which could arrive at an attack goal could be
searched out. An experiment shows that the model can describe the dynamic trust entity object attack
relations between components, and accurately find the trust attack path in the trust environment.
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Break; }}/% & — 4Bl AREA T SR
len++; }
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Fig. 4 Trust relation net
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Tab. 1 Attribute of trust entity object between components

NENE TS A RO FHERR KB ERE

0,,0.2 4,0.5 TrustR(O,,t,0,,t5,Good-trusted); 0.05  TrustR(O,t1,0;,t;,Trusted); 0.1
TrustR(O,,t2,0,,85,Fully-trusted); 0.8  TrustR(Oy,t,0,,t4,Fully-trusted); 0.5

0,.0.5 $,0.8 1,0.5 TrustR(O,,t2,0,,t5,Fully-trusted); 0.5  TrustR(Oy,t3,04,t10, Very-trusted); 0.2
o 14,0.5 £5,0.8 TrustR(O,,t3,04,t4, Very-trusted); 0.1  TrustR(O,,ts,04,t4,Good-trusted); 0.2

TrustR(Oy,ts5,04,t10,Good-trusted); 0.5  TrustR(O,,t5,04,t12, Trusted); 0.6

0,04 t,0.5 1;,0.5 TrustR(Os,t5,05,t7,Fully-trusted); 0.1  TrustR(O;,t6,05,t5,Fully-trusted); 0.2

o 15,0.1 TrustR(O;,t3,05,t7,Grant); 0.05  TrustR(O;,t5,04,t12, Very-trusted); 0.5
0,.0.5 15,0.8  £0,0.8 TrustR(Oy,te,04,t1,Fully-trusted); 0.2 TrustR(Og,te,O4t1y,Fully-trusted); 0.6
o 11,0.5 1,0.5 TrustR(Os,to,0u,t12, Fully-trusted); 0.5  TrustR(O4,t12,0s,t16,Good-trusted); 0.6
TrustR(Os,t3,05,t14,Fully-trusted); 0.2 TrustR(Os,t,3,0s,t,5,Fully-trusted); 0.6

113,0.8  #14,0.5

05,0.7 108 105 TrustR(O5,t13,05,t16,Fully-trusted); 0.5 TrustR(OS,t14,O4,t1I,Grant); 0.2
1T e TrustR(Os,t14,0s,t;5,Very-trusted); 0.6
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Fig. 5 Trust attack petri net

*2 AR
Tab. 2 Trust attack path

RT path length AT RK
1 (t_A,dt,0,.t5,dty,0,.t4,dt5,0,.13,dt4,04.110,dts5,04.10,d16,04.111,dt7,05.114,dts,t_TG) 8 0.844 (8,1)
2 (t_A,dt,0,.t5,dt,0,.14,dt3,0,.13,d14,04.10,dts,04.10,d1t6,O4.11,d17,05.116,d15,05.113,dto,t_TG) 9 0415 (8,5
3 (t_A4,d1,0,.t5,dt:,0,.14,dt3,0,.13,dts,04.110,dts,04.10,d15,04.112,dt7,05.116,dt3,05.113,dto,Os.t14,dt10,t_TG) 10 0.382  (8,6)
4 (t_A,dt,0,.t5,dt),04.110,d13,04.19,d14,04.111,dt5,05.t14,dt6,t_TG) 6 0.578  (8,2)
5 (t_A4,dt),0,.t5,dt:,04.10,dt3,04.10,dt4,04.112,dts5,05.116,d16,0s.t13,dt7,t_TG) 7 0.219 (8,7
6 (t_A,dt),0,.t5,dty,04.110,dt3,04.19,d14,04.112,dt5,05.t16,dt6,05.113,dt7,05.1 4, dts,t_TG) 8 0.210 (8.,8)
7 (t_A,dt),05.t7,dty,05.15,dt3,04.112,d14,05.116,dt5,05.113,dt6,t_TG) 6 0.470  (8,3)
8 (t_A,dt),0;.t7,dt;,0;.13,dt3,04.115,d14,05.16,dt1,05.113,dt6,0s.t14,dt7,t_TG) 7 0.462 (8,4)

M 2 W LLE H, Bve F File B (1%
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IP1 b, FIF HTTP L ¥ JE 2505 P AR R IR T 30
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BOEH P BREL T P4 I Userl MUMEAT, 3743 T M
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