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Abstract

Abstract: On the basis of intrusion taxonomies and semantic similarity, the concept of cluster cohesion as
well as an algorithm was proposed to manage IDS alerts. Based on cohesion, the proposed approach
used improved bisecting K-means to aggregate massive alerts, and extracted the abnormal alerts from
clusters formed in aggregation. The experimental results show that the approach is effective in alerts
aggregation and abnormal alerts detecting, and can generate understandable meta-alerts with higher
accuracy.
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Abstract: On the basis of intrusion taxonomies and semantic similarity, the concept of cluster cohesion as
well as an algorithm was proposed to manage IDS alerts. Based on cohesion, the proposed approach used
improved bisecting K-means to aggregate massive alerts, and extracted the abnormal alerts from clusters
formed in aggregation. The experimental results show that the approach is effective in alerts aggregation
and abnormal alerts detecting, and can generate understandable meta-alerts with higher accuracy.
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