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Abstract

Abstract: Distributed Intrusion Detection System has created the problem to investigate a mass of
duplicate alerts and high false positive rate in practical applications. Based on DBSCAN, density based
spatial and temporal clustering of applications with noise (DBS&TCAN) algorithm was proposed by
introducing temporal density. The approach aggregated partial alerts based on spatial density, and
merges partial aggregation on the basis of temporal density. The effectiveness of the algorithm was
demonstrated by the intrusion detection evaluation dataset. The comparative experiments and analysis
show that the algorithm is effective in alert aggregation and gives better results in terms of real time.

Keywords
Intrusion detection system, alert aggregation, temporal density, DBSCAN, DBS&TCAN;, real time

Recommended Citation
Zhang Jing, Wang Hengjun, Li Junquan, Yu Bin. Research of Intrusion Alert Aggregation Based on Spatial
and Temporal Density[J]. Journal of System Simulation, 2016, 28(6): 1336-1343.

This paper is available in Journal of System Simulation: https://dc-china-simulation.researchcommons.org/journal/
vol28/iss6/12


https://dc-china-simulation.researchcommons.org/journal/vol28/iss6/12
https://dc-china-simulation.researchcommons.org/journal/vol28/iss6/12

Jing et al.: Research of Intrusion Alert Aggregation Based on Spatial and Temp

RGN EEIRO

Journal of System Simulation

\Vol. 28 No. 6
Jun., 2016

5 28 5 6 Wl
2016 4 6 J]

BT A TR AR IRE RS

Wk, IWE, b, MK
RS B CRERAE, nTrg 481 450004)

WE: SR RXNBRLENAARELEGFERN T EERETEARERSGRERREFGEMR, EFR
DBSCAN M kegshmh b, /AR FEE, €4 —F K F 2] F2 b7 5] 5 69 90 2% 2 T o~ F 4
(DBS&TCAN). # F £ /i % Z K 6 A7 35 1R B 8- A i ] B SE X Ag # K28 RAAATEFF T A A,
b FRIREFFIRRIRE. T W KR B3 MR ed 7 skst Bk AT T MK, JF 548 X AP TAR AT
SR A M. SRR, ZHEFEAGRKAFIIRSHR, FEE 07 dp KT HE.

RERIA: NRARM A %, RETRAS; 1A% E; DBSCAN; DBS&TCAN; 5B

52545 TP393.08 SCRRPRIAES: A WSS 1004-731X (2016) 06-1336-08

Research of Intrusion Alert Aggregation Based on Spatial and Temporal Density
Zhang Jing, Wang Hengjun, Li Junquan, Yu Bin

(PLA Information Engineering University, Zhengzhou 450004, China)

Abstract: Distributed Intrusion Detection System has created the problem to investigate a mass of
duplicate alerts and high false positive rate in practical applications. Based on DBSCAN, density based
spatial and temporal clustering of applications with noise (DBS&TCAN) algorithm was proposed by
introducing temporal density. The approach aggregated partial alerts based on spatial density, and
merges partial aggregation on the basis of temporal density. The effectiveness of the algorithm was
demonstrated by the intrusion detection evaluation dataset. The comparative experiments and analysis
show that the algorithm is effective in alert aggregation and gives better results in terms of real time.
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