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Abstract: Aiming at the problem that BLE Secure Simple Pairing protocol is vulnerable to eavesdropping
and man-in-the-middle attacks, a BLE key agreement scheme based on hash chain was proposed. The
scheme realized mutual authentication and link key agreement applying the unidirectivity and
crashworthiness of hash chain. Update mechanism of the hash chain was designed to prevent from reuse
of hash chain node values. The security analysis of BAN logic and experiment results show that, the
scheme can effectively resist eavesdropping and man-in-the-middle attacks. Meanwhile, it has low storage
and computation overheads.
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