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Abstract

Abstract: Vulnerability to spoofing attacks is the main drawback for current face authentication systems.
Traditional spoofing attacks include displaying printed photos and replaying recorded videos. With the
development of 3D printing technology, the 3D mask spoofing attack has been becoming the new threat.
A novel anti-spoofing feature was proposed to 3D mask attacks. A liveness feature from the power
spectrum of facial color signal was extracted based on a physiological phenomenon that the color of real
human face changed periodically due to the blood circulation. The performance of countermeasure jointly
using the liveness feature and facial texture feature was evaluated on a public database named 3D Mask
Attack Database (3DMAD) and achieved a higher accuracy comparing to previous methods that only
considered texture features.

Keywords
face authentication, spoofing attacks, 3D mask, facial vital signs

Recommended Citation
Gu Xiaojing, Fu Chuanging, Gu Xingsheng. Facial Vital Sign Based Countermeasure Against 3D Mask
Attacks|[J]. Journal of System Simulation, 2016, 28(2): 361-368.

This paper is available in Journal of System Simulation: https://dc-china-simulation.researchcommons.org/journal/
vol28/iss2/15


https://dc-china-simulation.researchcommons.org/journal/vol28/iss2/15
https://dc-china-simulation.researchcommons.org/journal/vol28/iss2/15

Gu et al.: Facial Vital Sign Based Countermeasure Against 3D Mask Attacks

%528 55 2 W RGN HFERO Vol. 28 No. 2

2016 4E2 A Journal of System Simulation Feb., 2016

BT TR AE A AiE 1 3D AR THD 3K B B o Ar U 7 ¥

BN, ATAER, R A

CHEZREE TR AL T AR PR i S A B R BT S S0 %, bilg 200237)

B A GARINER G KAR Y T8 2RI & e k5 X EZ AP R A AR =K.
WA 3D TP A R L AR, 2R 3D @ L BHATIR IR iR b oA #T6 B #4547 3D &7
AR I T I8 th T —FF B 1GHFLES] T AN, ZAFIER T A S MEFF ) E-F A F S P 49 iy 5 st
REXK LA E X — A FBIR, JRIR T By KRR E N5 % 89 57, JE/ATF 6 3D @ BRI &
A b iRIE R, BRAER 2 A TR AE Fo B BT ST AF AR 09 S T iR AR VL T AR R4 ) 432
ARG 77 R A RAIFE| T RERIA, T BIFHakdn 3D d e ks k.

K AMIAIE;, RIBE; 3DATEP@E; @34 p4iE

W 4325 TP391.4 kARG A W EESS: 1004-731X (2016) 02-0361-08

Facial Vital Sign Based Countermeasure Against 3D Mask Attacks
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East China University of Science and Technology, Shanghai 200237, China)

Abstract: Vulnerability to spoofing attacks is the main drawback for current face authentication systems.
Traditional spoofing attacks include displaying printed photos and replaying recorded videos. With the
development of 3D printing technology, the 3D mask spoofing attack has been becoming the new threat. A
novel anti-spoofing feature was proposed to 3D mask attacks. A liveness feature from the power spectrum
of facial color signal was extracted based on a physiological phenomenon that the color of real human
face changed periodically due to the blood circulation. The performance of countermeasure jointly using
the liveness feature and facial texture feature was evaluated on a public database named 3D Mask Attack
Database (3DMAD) and achieved a higher accuracy comparing to previous methods that only considered
texture features.
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