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Abstract

Abstract: Coping with the distributed and complex threaten of networking attack, the requirement of
coordinated defense of Firewall and IDS/IPS are becoming more and more urgent. As the existence of
uncertainty of the judgment of Intrusion performed by IDS/IPS, Firewall and IDS/IPS often perform
contradict action, that the same package matched the both rules of Firewall and IDS/IPS, and conflict
arose, which would lead to illegal access control or deny of legal access control. The policies conflict
detection algorithm of coordinated defense of Firewall and IDS/IPS were researched. The semantic
models of firewall policy and IDS/IPS policy were proposed, the classification of the policies conflicts was
proposed, and the conflicts detection algorithm of policies were proposed using OBDD (ordered binary
decision diagram). The experiment demonstrates the correctness and scalability of the algorithm, and the
proportion of the conflicts in real network scenario.
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Abstract: Coping with the distributed and complex threaten of networking attack, the requirement of
coordinated defense of Firewall and IDS/IPS are becoming more and more urgent. As the existence of
uncertainty of the judgment of Intrusion performed by IDS/IPS, Firewall and IDS/IPS often perform
contradict action, that the same package matched the both rules of Firewall and IDS/IPS, and conflict
arose, which would lead to illegal access control or deny of legal access control. The policies conflict
detection algorithm of coordinated defense of Firewall and IDS/IPS were researched. The semantic
models of firewall policy and IDS/IPS policy were proposed, the classification of the policies conflicts was
proposed, and the conflicts detection algorithm of policies were proposed using OBDD (ordered binary
decision diagram). The experiment demonstrates the correctness and scalability of the algorithm, and the
proportion of the conflicts in real network scenario.
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DENY ={drop,sdrop,reject,resp,react}

RESPONSE ={reject,resp,react}

TR FRy s SCHT WAl — i e i 4 R 425 1 30
&, M8 (PACKET, controlaction) ; 55 —Ffik T
PN, A 7 A N AR ST )45 (respaction ),
P2 A 1R BT AR S0 PACKE Tresponse » 11 7 response
(packet) & Wi I 412 3C F 3l 2 118 1, R o
IDS/IPS (¥ IP Mkl A Y5k (4R 3. 1DS SR (1
S, R IR LR SRS .

2 B KHEF IDS SR IESE X R or2K

RFC3198 XSl Mo 1f15E Xoh = P 45 HLI
(145 A0 o0 0 A2, ARBIAEAR T JE B, B SR
st

DRI, 247 K SR ms iR L), F IDS/IPS 3%
I PRI PR 4% P30 2 IRD sl A2 5 1 Bl A 38 20 4 7
JEISE, Bk Ay Bl K B g AT IDS/IPS SIS P

K7 K5 F1 1DS/PS (1)1 el B4, & ep e AE S —
WY 2 B A B, BT ok d SR SE AT AR Y IR A B
IDS/IPS e ki Z G, SE A E . A4
IREUEN 'S

5 S LRGPP E) o B KB HEWE A vF B
# 1DS/IPS SEMSHE A, X SRR A HE 76 1P 5 6

E X 2(FH M R) . AEMUE 1P ] H ) 1P 1)1
g A b, SEITH I IP SRS SR VE BRI, B
FEUTYR IP R SRR, IX BRI SRR N S P

S SC3(W N LI 5€) o 1DS SFEMG 1R Wi S 4 5

http: // www.china-simulation.com

« 2773+

https://dc-china-simulation.researchcommons.org/journal/vol27/iss11/21



Song et al.: Policies Conflict Detection Algorithm Coordinated Defense-oriente

5527 B 11
2015 4 11 A

W7 e SR BELIRTT, T elr SRR Ay w7 BEL B e 5

SEFL 1 B KBRS AL IDS SRS R oE, A0
AN, 75 2 55 SR S e S i 1, BEL W e 5K 3
EUIPR

HEWT: ()R] BT KBS SN AL IDS SEmg A A
MR, — R TR S8 PR AN B 5
X 3%,

HHE 15 R 2 BT T A, 17 K 8 SR TR B4 23 S P
2%: PERMIT FIDENY , IDS/IPS Sms sl A
32%: PERMIT, DENY #IRESPONSE .

It AR K 55 F1 1IDS/IPS ShAE AT GELAL &40 R

ACTIONFWxACTIONIDS=

(PERMIT UDENY)x(PERMIT UDENY U

RESPONSE)=(PERMITXPERMIT) U (PERMITx

DENY) U (PERMITXRESPONSE) U (DENY x

PERMIT) U (DENYXDENY) U (DENY x

RESPONSE)

Hrpnlgemdl & —J3 6 Fh. o g gl s
#i: (PERMITxDENY), (DENY xPERMIT),
(DENY x RESPONSE) 3 #i.

X 3 MRA PSS, e 1. X 2 FlE
X3, Symid s BRGSO Y B W
MR,

(2) UEHHBH KBRS R IDS HEmS g T 55 o
S\ FH I R 5K 3 KN, 2.

B KB SRS A 1DS SRm JE FIX 3 28, b
[FIFERIEAE L, A7 JEREE, E SRR b S E
SCRT AR RS

HI()M(2)FF: & HAFIE,

3 B kIER IDS SR rh oA I E

3.1 B KEEHIGTE X5 1DS SR E R

HArR i) 273, AR RS o B Kbt
{OPSU ISR U o7 X R P v 33 N/ | /B (N

P HA P AH PR I,
il > n oA /R LIRS XK, dit R

EX e it
Journal of System Simulation

\ol. 27 No. 11
Nov., 2015

EE Y, PR 2 oA RFEGER, U IP
FEHERD ] 32 JoAf /R FRIE AR, Y 1] 16 7T
AR FIE R, HIK P A H S H 32 oA /R
Fik R, Bt 16 Jofi /R RIEA TR,
815 K BE RS2 X LB 43 A R ik UK I #AE

DTS 917 2K S 0 00 ) 2% 138 43 s R Bt 4,
98 JUAf /RAL & 1K) I AR I A R ik 2k B Uk
TNo B SR TR RS B I ik AU |, B
A Q)T 1B KBS RS I B . [, 445
JuAT IR 2IE XK IDS/IPS SFM (1) 4 A B 5 1 $icdhs
W, IHH AKX (6)FER IDS/IPS S (15 -

A buddy HrFE IR ) BE 5 R A R
3 A H s 45 #)——A 7 Y S X & (Ordered
Binary Decision Diagram, OBDD)M®, k3 51
KIS A 1DS/IPS Sng )i X

3.2 ME

AT BT KB NG ) IDS SR ) SR A DU
S, SR B A R S SR

ruleaction[i]: F/RES i 4c IPS MU Bh1E;
bdd_and(): 2 & E 4] OBDD KAg 4k
fwruleaction[i]: 7% i 455 KGRI ) B AF
rules[i][0]: K72 i 4% IPS HL I ) £ 45 4% ;
rules[i][1]: R/nE i 4% IPS FI [ o 4 3
fwPermit: 27 By i S FoVF I B i ; fwDeny:
FIRWs K BE HEM AEL B AR . FFAC T

int IDSfwconflict()

{ inti,j;

for (i=0;i<number;i++)
{

[*1DS FEVFISHI L5 s K B 4 0 ) o SCF
R, FEAR S, YL 1DS AR RN K B 4
PR

if((stremp(ruleaction[i],"alert™)==0)||(strcmp(rul

eaction[i],"log")==0)
[|(stremp(ruleaction[i],"activate™)==0)||(strcmp(r

uleaction[i],"dynamic™)==0)
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||(strcmp(ruleaction[i],"pass")==0))

{if(bdd_and(rules[i][0],fwDeny)!=bddfalse)
{for(j=0;j<number2;j++)

{ if((strcmp(fwruleaction[j],"deny")==0)

&&(bdd_and(rules[i][0],fwrule[j])!=bddfalse))

{fprintf(output_fd,"rule101-%d and rule%d conflict;
conflict type:shield
conflict\n™ j,i);
313

[*I1DS LSRN L5 B K55 VRN g SCF
X, PSS, LI 1DS 45 4 R B k8% fe i
*/

if((stremp(ruleaction[i],"drop™)==0)||(strcmp(rul
eaction[i],"reject)==0)

||(stremp(ruleaction[i],"sdrop™)==0)||(strcmp(rule

action[i],"react™)==0))

{ if(bdd_and(rules[i][0],fwPermit)!=bddfalse)
{ for(j=0:j<number2;j++)
{
if((strcemp(fwruleaction[j],"permit")==0)

&&(bdd_and(rules[i][0],fwrule[j])!=bddfalse))
{

fprintf(output_fd,"rule101-%d and  rule%d
conflict;
conflict type:abnormal conflict\n” j,i);
P}

[*1DS Wi BB AE i S 815 K B 4 0 ) ) v
XAAEI, |DS FR 0 A B k55 BH T/

for (i=0;i<number+1;i++)

{
if(bdd_and(rules[i][1],fwDeny)!=bddfalse)

Gk, A5 T 1) 7 KGR 1DS/IPS 3 i) 575 AP SR vh S Ay I 4703
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{ for(j=0;j<number2;j++)

{
if((stremp(fwruleaction[j],"deny™)==0)&&(j!=0)
fprintf(output_fd,"rule101-%d and  rule%d
conflict; conflict type:react block\n",j,i);

P}

SO IS4 J o(mn), i mAEBK

Wi RIS TR N4 55, n A2 IDS/IPS SRS TR R 4 45

4 SEIGIGAER
SEIGIUE 23 A WSV B E R, SR P RE AN

X SE s 22 4 W& A M 3 T3 kAT o

4.1 TFHPEIRAE

I UEEE R, AR SCRAL PR R )
W28 B 438 2 AL N e BT R 5, 83 B N TR BT K i
& (policy) A1 IDS/IPS i (policy2) 4n 1 Fior.

L1 HNIIBE KBS SN AN IDS/IPS SFME R ) Py 7%
Policy Rules

Firewall access-list 101 deny tcp 1.1.1.1 2.2.2.1
Policy access-list 101 deny tcp 1.1.1.4 1.1.1.2
access-list 101 deny tcp 1.1.1.32.2.2.3
IDS/IPS O alert tcp 1.1.1.1/24 any -> 2.2.2.1/24 any
Policy (content:ac;); 1 drop tcp 1.1.1.3 any ->2.2.2.3

any (content:bd;);2 reject tcp 1.1.1.2 any ->
2.2.2.2 any (id:1;);

145 T B KA S (Firewall Policy) 1 1DS/
IPS ZEi%(1DS/IPS Policy), [Bij k5% 5w R 1) /&
CISCO # 4k, IDS/IPS Sl KM (255 &
snort A%l HIRATSEIN 3.2 Fromy K 5 5 g Al
IDS/IPS HE i i S il (1) LA MRS 2 1 Frs (1) 36
W RBEAT I AT I, i e 2 R AR B L R

Result Save to file:./fwlDSconflict 12.txt

Here is the Result:

rule101-0 and ruleO conflict; conflict type:shield conflict
rule101-2 and rulel conflict; conflict type:abnormal conflict
rule101-1 and rule2 conflict; conflict type:react blocked

Bl L 3 1 o (R PR SRS TR o s I 4 2R
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K 1 %757 Firewall Policy fil IDS/IPS Policy
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BN 2 N THGUE, SRR H v 584 5 1 ff
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Kl 2 SR 1B KB SEIE AT IDS/IPS S i 58
RS, FEAN AL 1R ey S I ) o AP v
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0.065 s.
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