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Abstract

Abstract: To solve the problem of the man-in-the-middle attack and impersonation attack in ZigBee
networks, a scheme based on multi-factor identity authentication for ZigBee network nodes was
proposed. The scheme bound the fresh factor updated in a particular cycle with hardware information via
a one-way hash function to generate hardware information factor. On this basis, the scheme achieved the
authentication mechanism for the nodes through the comparison among key factor, hardware information
factor and configuration information factor received by control center. Meanwhile, the nodes completed
control center authentication through the signature verification of the message received. Thus, the
bidirectional authentication between nodes was achieved. The link key was updated to defense the illegal
invasion of the nodes. The BAN-logic security analysis and experiment results show that the new scheme
can not only resist the man-in-the-middle attack and impersonation attack effectively, but also has a
distinct advantage over computing and storage.
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Abstract: To solve the problem of the man-in-the-middle attack and impersonation attack in ZigBee
networks, a scheme based on multi-factor identity authentication for ZigBee network nodes was proposed.
The scheme bound the fresh factor updated in a particular cycle with hardware information via a one-way
hash function to generate hardware information factor. On this basis, the scheme achieved the
authentication mechanism for the nodes through the comparison among key factor, hardware information
factor and configuration information factor received by control center. Meanwhile, the nodes completed
control center authentication through the signature verification of the message received. Thus, the
bidirectional authentication between nodes was achieved. The link key was updated to defense the illegal
invasion of the nodes. The BAN-logic security analysis and experiment results show that the new scheme
can not only resist the man-in-the-middle attack and impersonation attack effectively, but also has a
distinct advantage over computing and storage.
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