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Design and Simulation of a Location Privacy Protection Scheme Based on Zero-
knowledge Proof for Military loT

Abstract

Abstract: In the military Internet of Things (IoT) combat environment, the location privacy issue becomes
a key challenge. An innovative location privacy protection scheme based on zero-knowledge proof is
proposed to ensure that in unreliable communication channels, the location information of combat units
can be verified without revealing their specific coordinates, so as to achieve the goal of protecting
sensitive location information. Based on the idea of cryptography, by using zero-knowledge proof, through
algebraic circuit, rank-1 constraint system(R1CS), quadratic arithmetic programs(QAP), and other steps,
the position coordinate information proof problem is transformed into a point verification problem on a
polynomial curve, and the position verification is completed in one round of the challengeresponse
process. The simulation experiment is carried out, and the results verify the effectiveness of the scheme,
which significantly improves the security of position information and has broad practical application
value. The research results provide an innovative solution for security positioning in future military
operations and further strengthen the security guarantee of military loT operations.
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Abstract: In the military Internet of Things (IoT) combat environment, the location privacy issue
becomes a key challenge. An innovative location privacy protection scheme based on zero-knowledge
proof is proposed to ensure that in unreliable communication channels, the location information of
combat units can be verified without revealing their specific coordinates, so as to achieve the goal of
protecting sensitive location information. Based on the idea of cryptography, by using zero-knowledge
proof, through algebraic circuit, rank-1 constraint system(R1CS), quadratic arithmetic programs(QAP),
and other steps, the position coordinate information proof problem is transformed into a point verification
problem on a polynomial curve, and the position verification is completed in one round of the challenge-
response process. The simulation experiment is carried out, and the results verify the effectiveness of the
scheme, which significantly improves the security of position information and has broad practical
application value. The research results provide an innovative solution for security positioning in future
military operations and further strengthen the security guarantee of military [oT operations.
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0 Introduction

Military Internet of Things (IoT) . represents
the practical application of IoT technology in various
military  fields, with an emphasis on the
comprehensive processing of essential information
such as personnel, equipment, resources, facilities,
and environmental factors, thereby strengthening
command capabilities and management coordination.
Digitization, networking, and intelligence constitute
the development direction of future warfare, while
military IoT underpins the key technological support
battlefields,

command decision-making,

for future enhancing situational

awareness, logistical
support, and overall combat efficiency 4,

In a military environment, IoT devices include
vehicles, instruments, and weapons systems. The use
of these devices introduces

battlefield

a higher level of

complexity to systems, significantly
improving operational efficiency. However, as an
emerging military operational unit, [oT devices are not
exempt from security and privacy issues. During
mission execution, military IoT units * must comply
with orders from the command center and perform
tasks within defined areas. Traditional systems expose
the potential risk of adversaries intercepting task lists
or communications between the command center and
military [oT units [4], thereby inferring the location of
the operational units and initiating disruptive actions.
In this paper, we propose a zero-knowledge
location  verification scheme that focuses on
addressing location privacy issues in the domain of
military IoT operations. Through a round of challenge-
response, location verification is achieved in complex

channel environments. This scheme allows the

command center to verify whether the operational
units are located along a given trajectory without
revealing the exact coordinates, thus ensuring location

privacy while proving location coordinates.

1 Related Work

1.1 Location privacy schemes

Location privacy ™ refers to a distinct genre of
information privacy that concerns the “when,
where, and how” of sharing relevant information
and content about individuals and organizations.
Location privacy threats 7 refer to the acquisition of
raw location data by attackers without proper
authorization, followed by the execution of related
attack activities based on this location information.
Existing location privacy solutions " are analyzed for

their respective strengths and weaknesses:
1.1.1 Trusted third-party schemes

Spatial cloaking techniques have been widely
adopted to enhance the location privacy of users.
These techniques rely entirely on a trusted entity “
called a location anonymizer, introduced between the
user and the center. The purpose of the location
anonymizer is to implement k-anonymity [10]’ where a
user becomes indistinguishable from (k — 1) users,
rendering the control center unable to identify the
true user and thus protecting the user’ s privacy.
Zhang et al. [“]proposed a cached and spatial k-
anonymity scheme to strengthen user privacy in
continuous location queries, which used a caching
mechanism to cache query results for future queries.

The primary problem of these schemes is that
they rely entirely on a trusted third party. If an

attacker compromises this trusted third party, the user’s
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location privacy could be violated. In addition, these
trusted third parties remain tempting targets for
attackers because they store large amounts of user
location information. Therefore, including a trusted

third party in the interaction is fraught with risk.
1.1.2 Virtual location generation schemes

In virtual location schemes [m, users construct
fictitious or contrived locations that are congruent
with their actual locations and transmit them to the
control center to facilitate the provision of services.
Kido et al. proposed a location privacy protection
scheme " that allowed users to construct multiple
fake locations in addition to their actual locations and
transmit them to the center. Sun et al."" proposed an
entropy-based fake location selection algorithm that
greedily selected fake locations, thereby balancing
privacy and computational cost.

While virtual location technologies ensure user
location privacy, they do so at the expense of service
accuracy. In addition, generating fake locations that
mimic behavior under real-world conditions is

challenging.
1.1.3 Encryption schemes

Encryption-based methods = fundamentally rely

on encrypting location information, making it
imperceptible to servers; consequently, even if attackers
acquire encrypted data, they are unable to decipher the
user’s real data. By combining cryptographic principles
with location privacy, these schemes ensure data
usability and service precision " However, they
impose significant communication and computational

overheads and complicate deployment.
1.2 Location privacy schemes in military IoT

He et al."” used NB-IoT communication module,

Beidou positioning module, and buzzer to form

positioning equipment. The NB-IoT SIM card on the
device sent the real-time location information to the
cloud platform to ensure real-time dynamic grasp and
real-time data grasp. Utsav et al."” adopted the way of
drone interconnection, and the entire network was
monitored by the control unit through the IoT. Each
drone had a GPS module which was used to get the
current location of the drone. NATO STO IST-147
Research Task Group on Military Applications of the
ToT " proposed a set of applicable methods and tools
to protect data integrity and confidentiality using
cryptography.

In general, existing military IoT devices
generally rely on hardware modules to ensure
location privacy, but Andras “ used keyword analysis
to examine the vulnerabilities of these IoT devices
and pointed out that the main issue of IoT devices in
the military field was privacy. Insufficient protection
requires greater attention to data protection in
military operations, as the success of operations
depends to a large extent on achieving and
maintaining information superiority.

In actual combat scenarios, sometimes it is only
necessary to ensure that the combat unit is in a
designated position, and there is no need to inform
the exact position coordinates, which can effectively
alleviate the problem of insufficient privacy
protection. Cryptography can help prevent security
and privacy issues as well as user impersonation

attacks, and greater attention needs to be paid to such

solutions in military settings.

2 Principles of Location Privacy
Protection

2.1 Problem statement

Through our analytical study, we have identified

http: // www.china-simulation.com
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the inherent shortcomings of the previously Considering all aspects of the existing work in

mentioned location privacy proof strategies. In the
military domain, relying on a trusted third party lacks
comprehensive security guarantees; its compromise
would render the entire system useless.
Implementing a virtual location solution requires
sacrificing quality of service to maintain location
privacy.

In the context of the military IoT, the combat
unit must follow a specific route, but the presence of
unreliable channels makes real-time location
reporting impossible. In this case, the command
center only needs to ensure that the combat unit is
following the prescribed path without worrying about
the specific location. The combat unit can make a
statement about its coordinates: “I am currently on
the prescribed path” . The dilemma is how the
combat unit can validate this claim without revealing
its exact location.

The zero-knowledge proof " a cryptographic
tool introduced by Goldwasser and others, allows the
prover to prove the validity of a claim to a verifier
without revealing any additional information. It
satisfies three essential properties: (1) completeness,
If the prover provides a correct proof, the verifier
will always pass the validation; 2 soundness, if the
prover concocts a false proof, the verifier will reject
it with negligible probability; (3 zero-knowledge, the
verifier only acknowledges the correctness of the

assertion without acquiring any other knowledge.

Location
v Information Challenge
Combat Unit ﬁ}
On-board Proof Response
. _—
Computing
Equipment
Fig. 1

conjunction with the requirements of military
applications, we design a location privacy proof
scheme based on zero-knowledge proof. The combat
unit can validate its assertion using the zero-
knowledge proof; relying on the completeness,
soundness, and zero-knowledge properties of the
proof, the command center can verify that the combat
unit is on the intended path without the need for

specific location data.

2.2 Principles of proving location privacy

protection

The location privacy protection scenario design
is shown in Fig. 1. The command center issues
operational tasks and target locations to the combat
unit, which is obliged to follow the issued
instructions, proceed along the pre-determined route,
and immediately report its location to headquarters.
Due to the existence of unreliable channels, specific
locations must remain undisclosed. The combat unit
makes a statement: “My coordinates are currently
along the designated route” . The combat unit must
substantiate this claim to headquarters.

In order to ensure the integral construction of
the scheme proposed in this paper, several basic
assumptions are made

(1) The communication process involves two

parties, namely the combat units and the command

center.
______________ :
: m
| Challenge H
! +— LR}
| HH
| Proof Response ~Command
—_—
Unreliable : Center
Channel '

Location privacy protection scenario design
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(2) The communication unfolds over an polynomial. Fig. 2 shows the execution steps and

unreliable channel, susceptible to interception by
adversaries.

(3) The combat units, acting as honest provers,
seek to validate the legitimacy of their locations by
providing assertive evidence about them, while the
command center, acting as a verifier, scrutinizes
these assertions.

This paper utilizes the method of zero-
knowledge proof to address the proof of assertion
problem, namely, the location proof problem. In
order to model the research question and describe it
in mathematical language, a cubic curve f(x)=ax’+
bx*+ cx+d represents the prescribed route, while the
coordinate of the combat unit is (x,y). Without
revealing the true values of (x,y), the unit must prove
that (x,y) lies on the cubic curve, i.e., f(x)=y. The
zero-knowledge proof involves two entities, namely
the prover and the verifier. In the context of this
paper, the combat unit is the prover, and the

command center is the verifier.
3 Scheme Design

In response to the need for a combat unit to
prove its location on a predetermined route without
revealing its actual location, we consider a location
proof scheme based on zero-knowledge proof. Our
study incorporates zero-knowledge proof technology
by transposing the dilemma to the verification of a
point on a polynomial curve. Utilizing the
mathematical properties of polynomials along with
the security properties of zero-knowledge proof, we
aim to accomplish the task of location verification.
To facilitate explanation and exploration, we will

delve into the matter using the example of a cubic

information flow of the scheme.
3.1 Algebraic circuit

We reformulate the assertion verification
problem as a computable dilemma. In other words,

devising a zero-knowledge location proof protocol

[1 ”»

that outputs “true” when (x,y) rests on the curve,

and conversely, it pronounces “false” '. First, the
complex expression of the cubic curve is flattened,
decomposed into a simple expression, and converted
into a statement sequence with two forms, such as x=
yorx=y(op)z; op includes +—x/, and each A
statement can be thought of as a logic gate in a
circuit. Consequently, f(x) can be broken down into
the following five logical gate operations:

sym,;=ax+b

Sym,=sym, XX

Syms=sym,+c (1)

Sym,=sSym; XX

y=syms+d

If (x,y) is on that particular curve, the above
equations are universally satisfied; conversely, if
(x,y) is not on that curve, the equations are not
satisfied. Thus, the prover provides the input.
According to the mathematical computational circuit,
if the output testifies to be “true” , then it validates
that the input conforms to expectations. By
exploiting the circuit dilemma, the prover is allowed

to hide the original data (input).
3.2 Rank-1 constraint system

The algebraic circuit fails to ensure that input,
output, and the circuit itself correspond. Consequently,
there is a need to connect these three entities to ensure
that the output is indeed the result of the input passing

through the algebraic circuit.
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Location
proof prove: (x, y)is in f(x).
problem
4 ’ sym,=ax+b
SV, =SYm | X X
Algebraic S mA
Sy =Sy, + ¢
Circuit _
SYM = SYNy X X
y=syms+d
0
0
[A[ST*[BIST-[CIS]= | 0
0
A
_ _ 0
Rank-1 1
Constraint * b a 00000 1000000 00100 0 0]
System v, 0010000 0100000 0001000
[S]=| 9 | [4]=|¢ 0 0 1 0 0 OL[BI=|1 0 0 0 0 0 0|,[C]1=|0 0 0 0 1 0 0O
Sym, 00 0 01T 00 01 0 0 0 0O 00 0 O0O0T1TO
sym, d 00 0 0 1 0 1 000 0 0O 00 0 0 0 0 14
LV
—Al @] _Bl @] _Cl @]
4,(2) B,(2) G (@
v 45(2) By (2) G52
QAP A= A,(2) :BT: B,(2) ,CT: C,(2)
A45(2) Bs(2) Cs(2)
44(2) B (2) Cs(2)
1 4,(2)] | B,(2)] 1C;(2)]
A\ ’
Zero knowledge A(x)% B(x)- C(x)=t(x)% h(x) 3
location proof i define p(x)=A(x)* B(x)— C(x), meaning to prove p(x)=(x)*x h(x) |
protocol { random choose challenge x =r, verifify that 4(r)x #(r)=p(r)is true |

Fig. 2 Left is the execution steps of the scheme, and right is the information flow

The algebraic circuit is thus transformed into a A=[b,a,0,0,0,0,0]
rank-1 constraint system (R1CS). RICS is a B=[1.,0,0,0.,0,0,0] )
C=[0,0,1,0,0,0,0]
sequence composed of three vectors (A4, B, C). For the
s=[1.x,sym,,sym,,syms,symy.y]

. . . . T T
solution vector s, it satisfies sA"xsBT=sC', a At this point, sA"xsB"—sC"=0 is satisfied.

constraint; x represents the multiplication of elements Each equation corresponds to a constraint, so there

at the same position in the vector. Taking the first are five constraints in total. By repeating the same

logical gate ax+b-sym,=0 as an example, we process for the remaining logic gates, the complete

convert this to R1CS constraints and get RICS form is as follows:
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[A][SI<[BIS1-[C]S]= 3)

(=l

0
To prove the validity of the polynomial f(x)=y,
it is only necessary to prove the truth of [A][S]x
[B]S]-[C]IS$]=0.

3.3 Quadratic Arithmetic Programs

In the scenario of large-scale circuits with
thousands upon thousands of circuit gates, the
verification efficiency of R1CS becomes terribly low.
Therefore, it is necessary to transform the calculation
of vector inner products into a form of polynomial
calculation. Unlike vector inner product computation,
polynomial computation can verify the correctness of
all constraints through a singular computation, thus
avoiding heavy computational load. In other words,
RICS is transformed into the form of quadratic
arithmetic programs (QAP). In this paper, five sets of
seven vectors with a length of seven are converted into
seven sets of polynomials, and each set of polynomials
contains three fourth-order polynomials. Polynomials
at each x coordinate represent a constraint condition,
so there are five constraints in total, respectively. The
set of five vectors is evaluated polynomially atx = u,.

The Lagrange interpolation formula is used to
generate the QAP. With [A4] as an example, there are a
total of five constraints, each of which is a
vectord;, i=1,2,---,5. The Lagrange interpolation
method transforms these five vectors into seven
polynomials. Specifically, the polynomial of the first
value of each vector A4, corresponding to the five
constraints is calculated. In other words, the
Lagrange interpolation theorem is used to obtain a
polynomial over the five points(u,,4,,), i=1,2,---,5.

The Lagrange interpolation formula appears as

follows. With the first column value 4, as an
example, the polynomial over the five points (u;,4,, ),

i=1,2,--51s

A,@)= Dy x H ((u__u)) @)

Performing the same operation on B and C yields
twenty-one quartic polynomials. Thus, the proof,
[AST<[BIS]-[C]S]1=0, transforms into the proof,
A(x)x B(x)-C(x)=0 whenx=u,,i=1,2,---,5, where
A(x)=As", B(x)=Bs" and C(x)=Cs".

If there are n R1CS constraints, it is necessary
to verify that A(x)x B(x)— C(x) equals zero n times.
For large-scale polynomials, multiple verifications
are not pragmatic, so it is necessary to convert
multiple verifications into a single one that ensures
equivalent conversion. Let #(x)=(x—u)(x—u,) -
(x—u, ), where #(x) necessarily equals zero atx=u,, x=
Uy, -, x=u,. If there exists a polynomial A(x)such
that A(x)x B(x)— C(x)=1(x)x h(x), it implies that the
polynomial A(x)x B(x)— C(x) can be divided by #(x),
and this polynomial will necessarily equal zero atx=
Verifying  A(x)x B(x)— C(x)=
t(x)x h(x)allows for the completion of all RI1CS

Uy X=Uy, oy X=U,.
constraints’ verification at once; once this verification
passes, the input can be trusted to be truthful.
Specifically, the verifier chooses a random
number x to initiate a challenge, and the prover
proves that A(x)x B(x)— C(x)=t(x)x h(x). If it is

satisfied, the proof can be considered valid.
3.4 Zero-knowledge location proof protocol

An analysis of the formula A(x)x B(x)—C(x)=
t(x)x h(x) that needs verification unveils the following
contents.

(1) #x) is a polynomial known to both the

verifier and the prover, #(x)=(x—u, )x—u,)-(x—u,);
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(2) Only the prover knowsA(x)x B(x)— C(x), and
its coefficients contain knowledge;

(3) A(x) is also known only to the prover and is
computed by dividing A(x)x B(x)— C(x) by #(x); the
verifier should not know /A(x), as A(x)x B(x)— C(x)
can be computed through #(x) and A(x).

The public verifiability of the polynomials is
illustrated in Table 1. If p(x)=A(x)x B(x)— C(x), we
need to prove that p(x)=#(x)x h(x). The verification
process is divided into the following three steps:

(1) Challenge phase: The verifier selects a
random challenge point, x =7, which is subsequently
conveyed to the prover.

(2) Response phase: Upon receipt, the prover
calculates p(r), h(r) and dispatches these values back
to the verifier as a response.

(3) Verification phase: The verifier calculates
t(r) and ascertains the validity of the equality A(r)x
t(r)=p(r) based on the received p(r) and A(r). If this
holds, it substantiates that the prover’s location aligns

with the anticipated outcome.

Table 1 Public verifiability of polynomials
A(x)x B(x)— C(x) t(x) h(x)
Prover N N N
Verifier x N x

Note: + denotes known values; x represents the unknown.

4 Simulation Experiment and Analysis

4.1 Experimental design

In accordance with the milieu of military IoT
operations, operational units must confirm their
locational alignment with the command center ’ s
directives during mission execution. Owing to the
unreliability of communication channels, it is
untenable for units to

directly relay their

coordinates (x,y). Therefore, in order to fortify the

locational confidentiality of military IoT units, we
resort to zero-knowledge proof technology, utilizing
the scheme delineated in Section 3 for our simulation
experiment design. The overall flow chart of ZKLP
scheme design is illustrated in Fig. 3.

As shown in Fig. 4, the cubic trajectory curvey =
x*+4x*~20x+6 is considered and hypothetically
precalculated by the command center based on the
battlefield environment. If an operational unit
diverges from this curve, it may incur the risk of
enemy fire. Hence, the command center (verifier)
requires the operational unit (prover) to demonstrate
its adherence to the predetermined trajectory without
compromising coordinate information. We shall
validate this by using the coordinates (2, —10) and
(2.5, -6) as examples.

As illustrated in Fig. 5, the coordinates (x,y) of
the prover (operational unit) are (2 , —10), situated
accurately on the curvey=x’+4x*~20x+6. The
verifier (command center) poses a challenge value »=
6.2. The prover responds with computed
p(ryand h(r), upon receipt of which the verifier
computes \ p@)/h(r)—tr) ] If this value is less than a
predefined verification threshold (such as 1 x 107, it
is deemed within permissible error margins, thus
successfully confirming the prover’s location on the
designated curve.

In Fig. 6 above, the coordinates (x,y) of the
prover (operational unit) are (2.5, —6), which do not
correspond with the curvey=x’+4x>—20x+6.
Under such coordinate deviation, the verifier’s final
computation of \ p(r)/h(r)—t(r)\ approximates 37.67,
markedly exceeding the preset verification threshold.
Consequently, it is determined that the prover is not on

the specified curve, necessitating further directive

adjustments.
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ZKLP Trajectory Monitoring Method

Example Trajectory Curve: y=ax*+bx>+cx+d

Algebraic Circuit —

RICS

Command
Center

\» Location (x, y) iﬁ;

Combat Unit . . < vy o Generate u,, -l
Computing Equipment ey =(e—t, ) (x=10) -~ (x—10)
QAP
Px)=A(x)*B(x)-C(x)
v
h(ey=p(x)/i(x) Generate Challenge
P r
v
Compute p(r), h(r) p(r), h(r) Compute #(r)
|Check if =——= p() equals t(r)
______ G
Fig. 3 ZKLP scheme flow
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1200
—
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g 600 Center Cba//e,] g 10
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Fig. 4 ZKLP scheme simulation experiment
*************ZKLP************* *************ZKLP*************
the location of verifier is: the location of verifier is:
(2, -10) (2.5, -6)
Challenge value r given by the challenger is: 6.20 Challenge value r given by the challenger is: 6.20
Prover provide p(r)/h(r): 2.95679666 Prover provide p(r)/h(r): 37.67145169
Verifier compute t(r) is: 2.95680000 Verifier compute t(r) is: 2.95680000
[p(r)/h(r) - t(r)| is: -0.00000334, less than 10"(-3) [p(r)/h(r) - t(r)| is: 34.714652, more than 10°(-3)

ot Successfully . verified oo **xkxFailed to verify! please give the right (x,y)*****

Fig. 5 Proof result for location coordinates (2, ~10) Fig. 6 Proof result for location coordinates (2.5, —6)
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Following extensive experiment validation, it is
confirmed that this design scheme successfully
enables the prover (operational unit) to verify its
position on the pre-set curve to the verifier (command
center) without disclosing its coordinates (x,y). It is
crucial to note that this experimental design aims to
validate the feasibility of the scheme, and hence a
simplified cubic polynomial situation is adopted.
However, in reality, trajectory curves can be
exceedingly complex, necessitating segmenting and
approximating the trajectory into lower order
polynomial curves for validation. Therefore, the ZKLP
scheme proposed in this paper has significant practical

value.
4.2 Further discussion

In this section, we will explore the verification
accuracy and computation time of this algorithm.
Firstly, regarding the verification accuracy of
coordinate points, we take the scenario in Fig. 5 of
Section 4.1 as an example. We introduced a bias of
1x 107 to the x-axis and the verification results are
illustrated in Fig. 7. Our tests show that any deviation
above 1x 107 will result in the computation of the
term | p(r)/h(r)—t(r)| significantly exceeding our set
error tolerance threshold, and it will be judged as
deviating from the preset trajectory. Additionally, we
have tested a large number of computation cases, all

of which support this conclusion.

*************ZKLP*************

the location of verifier is:

(2.001, -10)

Challenge value r given by the challenger is: 6.20
Prover provide p(r)/h(r): 2.98431773

Verifier compute t(r) is: 2.95680000

Ip(r)/h(r) - t(r)| is: ©.027518, more than 10~(-3)
**kx*¥*Failed to verify! please give the right (x,y)*****

Fig. 7 Proof result for location coordinates (2.001, —10)

Secondly, we have conducted further statistical

analysis on the running time of the algorithm. Again,
taking the scenario in Fig. 5 as an example, we have
recorded the running times of different algorithm
steps (refer to Fig. 2 in Section 3) on the laptop. The
runtime for each step is presented in Table 2. We
have found that over 90% of the time is consumed in
the QAP step. The analysis suggests that this might
be due to the need for multiple Lagrange
interpolation computations in calculating the QAP
constraint matrix. In contrast, our core algorithm
step, the ZKLP proof, only takes about 0.02 s,
demonstrating the lightweight characteristic of the
algorithm. This conclusion is also supported by the
computation of a large number of other test cases.
Table 2 Runtime statistics

Step  Algeria circuit & R1Cs QAP ZKLP Overall
Time/s 0.000 3 02638 0.0215 0.2856

4.3 Experimental analysis

Upon empirical validation, the ZKLP trajectory
monitoring scheme proposed in this study exhibits
zero knowledge, completeness, and soundness,
fulfilling the privacy requirements for typical
operational scenarios.

Zero knowledge: The zero-knowledge location
proof scheme ensures that the verifier can only
ascertain the veracity of the assertion without gaining
any other useful information. In the context of
military IoT operations, this implies that the
command center can verify whether the operational
unit is on the specified route without knowing the
exact location information. This zero-knowledge
property safeguards the location privacy of the
operational units, precluding any useful location
information acquisition even in the face of
malevolent eavesdropping.

Completeness: The completeness of the zero-

http: // www.china-simulation.com

e 2246 ¢

https://dc-china-simulation.researchcommons.org/journal/vol35/iss10/15
DOI: 10.16182/j.issn1004731x.joss.23-FZ0813E

10



Shi et al.: Design and Simulation of a Location Privacy Protection Scheme Bas

2535 4555 10
2023 £ 10 H

Shi Mingjie, et al: Design and Simulation of a Location Privacy
Protection Scheme Based on Zero-knowledge Proof for Military IoT

Vol. 35 No. 10
Oct. 2023

knowledge location proof scheme guarantees that if
the prover provides correct proof, the verifier will
definitely pass the verification. In military IoT
operations, the operational unit provides an assertion
and executes a zero-knowledge proof to demonstrate
its position on the specified route. The command
center verifies the proof via a challenge-response
approach, only accepting the verification if the
assertion and corresponding proof are accurate, thus
ensuring the positional accuracy of the operational
units.

Soundness: The soundness of the zero-
knowledge location proof scheme ensures that if the
prover fabricates a false proof, the verifier will reject
it with negligible probability. In military IoT
operations, if an operational unit provides false
assertions or fabricated proofs, the command center
will reject the verification with negligible probability,
effectively precluding the possibility of arbitrary
location information forgery. This ensures the
authenticity and trustworthiness of the operational
units’ positional information.

In addition, we compare the proposed scheme
with  existing  technological  solutions.  The
comparison results can be seen in Table 3. The
scheme presented in this paper demonstrates
improvements in terms of accuracy, privacy, and
computational

efficiency and can meet the

requirements of military IoT warfare scenarios.

Table 3 Comparison

Trusted ) )
Scheme . Accuracy Privacy Efficiency
settings
TTP Yes High Medium High
VLG No Low High Medium
ENC No High High Low
ZKLP(ours) No High High High

Note: TTP(trusted third party schemes); VLG(virtual location
generation schemes); ENC(encryption schemes).

5 Conclusion

This paper presents a location privacy solution
based on zero-knowledge proof, specifically designed
to address the privacy concerns inherent in military
IoT warfare scenarios. By developing a verification
scheme capable of confirming the location of a
combat unit along a predetermined route without
revealing the exact coordinates, it adeptly addresses
the need for location validation without revealing
specific location data. In our experimental evaluation,
this strategy ensures a high level of verification
accuracy and efficiency while maintaining the
integrity of location privacy.

The proposed scheme significantly reduces the
risk of sensitive information leakage. In real military
IoT wars, the control center and the combat units
agree on the trajectory in advance. The scheme in
this paper can prove that the combat unit is at the
specified location on the trajectory, thereby
protecting the unit’s location privacy. This solution
has important practical value for military IoT wars,
providing a secure and reliable means of location
verification for strategic military decision-making.

Future research could further explore the
potential application of this approach in the area of
military [oT. The zero-knowledge proof technology
has shown broad applicability beyond the field of
location privacy, such as communication security,
location sharing, and secure navigation. In addition,
performance enhancements and improvements to the
solution can be explored to improve verification

efficiency and scalability.
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